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Optimize security device management to
maximize your enterprise security fabric
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Comprehensive and reliable device management service
to optimize your security technology infrastructure

Safe, pervasive, and reliable network access is the key to a robust enterprise security
fabric. Yet even the best designed protection measures are vulnerable to an often
overlooked loophole: Outdated security software and unmanaged devices. CITIC
Telecom CPC understands your in-house IT teams are busy, and may not have the
time or attention to focus on time-consuming, tedious and error-prone manual
checking of every device regularly. But just one misconfiguration or missed update
can be exploited by attackers and malware, resulting in huge costs to business and
reputation, and even non-compliance penalties.

To address all these issues, CITIC Telecom CPC created TrustCSI™ Device
Management Service, a professional, comprehensive and reliable infrastructure
management service to handle the crucial burden of regular diligent device and
software management. Let our experts manage and optimize your security
technology infrastructure, closing device and software security loopholes. Our
ManagedCONNECT portal also provides user-friendly reporting services and 24x7
support, simplifying the entire process and freeing your IT teams to focus on more
productive tasks.
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Top Technologies Professional Security
and Best Practice Systems Design
CITIC Telecom CPC has an extensive history Comprehensive design is the key to effective
working on cutting edge technologies and protection, and our certified world-class IT
partnering with the world’s leading security security professionals will work with your team
vendors. Our teams of IT professionals are well to create and operate a device management
versed in a broad range of products and services, system optimized for your enterprise IT
core technologies, and enterprise security best environment.  This  encompasses  your
practices. With TrustCSI™ Device Management organization’s firewalls, UTM, IDPS, web
Service, your organization enjoys all the benefits proxies, security policies and signatures, all to
of this world-class expertise, without the staffing guard against internal and external threats and

overhead. adhere to compliance requirements.



Six powerful device management services from round-the-clock

monitoring to detailed reporting by top-notch professionals

Top Notch Implementation

Our security professionals handle every aspect of design, implementation, configuration, and other tasks, with
superb expertise and best practices.

Round-the-clock
Comprehensive Monitoring

CITIC Telecom CPC's self-owned and self-operated Security Operation Centers (SOCs) provide 24x7 monitoring for
your peace of mind. This continuous awareness covers all devices and all network traffic, with our staff alerting you
to unusual incidents, offering expert recommendations and helping to undertake proactive remediation.
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Non-stop Device Security Management

Security professionals staffed at our SOCs will diligently undertake long-term security tasks to protect your
enterprise, including daily configuration backups, security logging, configurations adjustments, troubleshooting,
and more.

Broad Product Range Expertise

TrustCSI™ Device Management Service covers a wide range of security devices including many brands of firewall,
UTM, WAF and other security products.
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Regular and Disciplined Updates

You can focus on your core business tasks and competencies, rest assured that our security professionals will
regularly handle updates to your operating systems and software applications.
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Detailed Periodic Reporting

Effortlessly gain visibility into the ongoing performance and progress of TrustCSI™ Device Management Service with
weekly and monthly customized security reports, including device status histories, security incidents, and other
aspects, plus any expert recommendations to fine-tune your security posture.
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The CITIC Telecom CPC
TrustCSI™ Device Management Service portfolio:

Unified Threat Management (UTM)

TrustCSI™ UTM delivers front-line protection with multiple layers of
enterprise protection to defend against traditional and new
advanced threats. The optional TrustCSI™ UTM NFV, a software
based virtual appliance, helps SmartCLOUD™ customers accelerate
service provisioning lead-time (compared to a traditional
hardware-based UTM).
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Managed Web Application Firewall (WAF)

TrustCSI™ WAF dynamically secures online resources and instantly
arrests a variety of highly damaging Web application attacks. These
include cross-site scripting (XSS), SQL injection (SQLi), and cross-site
request forgery (CSRF).
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Managed Next-Generation Firewall (NGFW)

TrustCSI™ NGFW is a Next-Generation Firewall solution combined
with sophisticated managed security services to deliver
round-the-clock  non-stop  real-time enterprise  defense,
comprehensively protecting organizations at every level, from
network ports to user-based measures.
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