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Your Trusted TechOps
Security Enabler

CITIC Telecom CPC is committed to being
your trusted TechOps Security Enabler. We
fully understand specific digital protection
needs across multiple industries, and offer
our world class TrustCSI™ managed
information security solutions empowered
by the SOC4Future strategy to deliver
holistic enterprise protection that enables
your organization to ldentify, Predict,
Protect, Detect, Respond and Recover
effectively from diverse threats.

Our experienced and certified team of
security professionals helps enterprises
periodically conduct the “Al-Red/Blue
Cybersecurity Practices” to fully ascertain
weaknesses in their IT infrastructure
landscape and applications to develop
effective defense measures for maximum
protection. Additionally, our cutting-edge
intelligent security service, built on our
ReDEFINED cybersecurity framework,
world-class infrastructure, award-winning
expertise and state-of-the-art technology,
proactively safeguards your

organization continuously and
intelligently.
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Innovative Cybersecurity Framework

Leveraging our decades of in-depth practical
experience in information security industry, we
redefine a comprehensive cybersecurity framework
comprises four pivotal service pillars: Identify & Predict,
Protect, Detect, and Respond & Recover, to ensure full
protection of enterprises.

Advanced Technologies featuring Dual SIEM

Advanced Dual SIEM platforms revolutionize threat
intelligence management, expediting large-scale
intelligent data analysis to swiftly detect and respond
to emerging threats with delivery of professional
analysis reports, catering to diverse security requirements
with exceptional speed and efficiency.

Strengthened Infrastructure
enabling SOC-as-a-Service

Our “SOC-as-a-Service” is empowered by 3 top-tier
self-deployed and managed 24x7 Security Operations \{'
Centers (SOCs) in Hong Kong, Guangzhou and Shanghai,
and fully managed by certified professional expertise and
compliance acumen to deliver unparalleled security
analytics and monitoring capabilities.

Embrace Red/Blue Synergy

Through a comprehensive 4-stage Red/Blue Team
simulations to “stress test” scenarios and systems with our
advanced Security Operations Centers (SOCs) service
capabilities, we elevate enterprise employee defense
capabilities and identify the potential risks of enterprise for fast .

remediation, enhancing enterprise-wide rapid response to BERHEKERENLERE,
cyberthreats with proactive holistic defense solutions. "
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Professional Service & Compliance

With our "global-local" approach and certified
expertise in compliance, we offer a range of
services from consultancy to security
device migration and cross-border data
compliance, enabling enterprises with
unparalleled security in their
global digital operations.
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Safeguarding your DX business
with Intelligent Cybersecurity Framework
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security industry, we redefine a
comprehensive cybersecurity framework
comprises four pivotal service pillars: D.
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/ Al-Red/Blue Cybersecurity Practices FAIZZ[h1 BiE

CITIC Telecom CPC's “Al-Red/Blue Cybersecurity Practices” forms an integral part of enterprises’ comprehensive
cybersecurity protection.

Q The “Red Team"” performs all-encompassing assessments and simulations, including asset, strategy and
process review, Al identification and vulnerability scanning, penetration testing, simulated phishing email
drills, and provides risk assessment analysis to help enterprises to identify potential weaknesses,
vulnerabilities and risks.

QThe “Blue Team” provides holistic defense services including staff training, risk consultation, application
testing, analysis reports, device deployment, response and traceability. Compliment with 24x7 managed
services to strengthen defense capabilities against attacks, enabling holistic enterprise protection.

Through the "Al-Red/Blue Security Practices” to “stress test” scenarios and systems, we elevate enterprise

employee defense capabilities and identify the potential risks of enterprise for fast remediation, enhancing
enterprise-wide rapid response to cyberthreats with proactive holistic defense solutions.
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www.citictel-cpc.com





